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Provide Sustainable Support

To ensure long-term societal resilience sustainable 
institutional support is required to:

● Establish a unified operational and strategic framework;
● Provide the tools to decentralize and democratize the 

information sphere.
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Establish a Unified Operational and 
Strategic Framework

To harmonize the diverse adoption and understanding of 
FIMI tools (e.g. DISARM, STIX, OpenCTI, ABCDE, AI, narrative 
analyses) across countries:

● Develop a standardized taxonomy and terminology for 
FIMI incidents, responses, and reporting to ensure 
consistent communication and analysis. 

● Distribute an OpenCTI starter kit with pre-configured 
TTPs, datasets, and standardized reporting templates to 
streamline adoption. 

● Publish best practice guides, regularly updated 
knowledge and trend databases, and tiered response 
frameworks to support coordinated action. 

● Implement certified training programs with structured 
learning paths to enhance expertise in FIMI detection, 
analysis, and response.
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Provide the Tools to Decentralize and 
Democratize the Information Sphere

Countries adopt varied approaches to managing the 
information sphere. To promote resilience and inclusivity, 
adopt these common principles: 

● Enhance platform accountability;
● Establish Resilience Councils as all-of-society participation 

hubs to foster collaborative policy-making, leveraging their 
outputs of evidence-informed analyses and citizen 
reflections;

● First, enhance citizen democratic competences. Then, 
enhance specific literacies (e.g. media and information 
literacy, digital literacy, AI literacy - starting from multipliers 
such as teachers &  citizen education).
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